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DETAILED ACTION 

Response to Amendment 

1. This Office Action is in response to the amendment filed 01/08/08. Claims 1-4, 6-10, 12- 
16 and 18-20 are pending. Currently no claims are in condition for allowance. 

Claim Rejections - 35 USC §102 

2. Claims 1-3, 6-9, 12-15 and 18-20 are rejected under 35 U.S.C. 102(e) as being 
anticipated by Rekhter et al. (US 6,526,056 Bl). 

With respects to claims 1,6, 12 and 13, Rekhter discloses, in Fig. 9, a system for filtering 
and distributing routes to sites in a virtual private network (VPN A; VPN B), the routes being 
used by a router (CE1, CE2) to forward packet, comprising: 

an import filter receiving a plurality of routes from a route distributor (PE), the plurality 
of routes having a route distinguisher, a route target, and a next hop routing information (column 
27, lines 38-59) the import filter accepting a first subset of the routers according to an import 
target policy (column 27 lines 60-67); and a re-export filter (CE2) receiving the plurality of 
routes from the route distributor (PE2), the re-export filter modifying the next hop (PI) 
information of a second subset of the routes, and distributing the modified routes (column 32, 
line 63-column 33, line 1 1). 

Regarding claims 2 and 14, Rekhter discloses the system wherein the re-export filter 
modifiers the next hop information to be the address of a router serving as a firewall of a network 
(column 32, line 63-column 33, line 6). 
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Regarding claims 3 and 15, Rekhter discloses the system wherein the re-export filter 
modifies the next hop information to be the address of a firewall of a virtual private network 
(column 32, line 63-column 33, line 6). 

Regarding claim 7, Rekhter discloses the network wherein the re-export filter modifies 
the next hop information to be the address of the hub node (CE1) (column 33, lines 7-11). 

Regarding claim 8, Rekhter discloses the network wherein the re-export filter modifies 
the next hop information to be the address of the hub node serving as a firewall for the network 
(column 32, line 63-column 33, line 1 1). 

Regarding claim 9, Rekhter discloses the network wherein the re-export filter modifies 
the next hop information to be the address of the hub serving as a firewall of a virtual private 
(VPNA) network (column 32, line 63-column 33, line 6). 

Regarding claims 18-20, Rekhter discloses the system wherein the re-export filter 
modifies the route distinguisher and the route target, and distributes the modified routes (column 
27, line 52-67). 

Claim Rejections - 35 USC § 103 

3. Claims 4, 10 ad 16 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Rekhter et al. in view of Lin. 
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With respect to claims 4, 10 and 16, Rekhter discloses a system as stated above, but does 
not disclose a re-export filter comprising of a mask, a value for comparison with the route and an 
action to take in response to a match between the route and the comparison value. 

However, Lin in Patent No. 6,633,563 discloses a content addressable memory having a 
search field, a mask and an output for each memory location. An input value and mask are 
respectively received on a value bus and mask bus. Each of the input value and mask has a 
number of bits equal to the search field length. The data stored in the output field is generated as 
output on an output bus if the input value at bit positions specified by the mask bus matches the 
corresponding bits of the search field. That is, only the bits in bit positions specified by the mask 
may be compared (column 10 lines 13-22). It would have been obvious to one skilled in the art at 
the time of the invention to include a mask, a value for comparison with the route, and an action 
to take in response to a match between the route and the comparison value in Rekhter in order to 
provide a method to control what is the deciding factor used to determine if a route is blocked or 
permitted and to provide a comparison method to decide if a route should be blocked or 
permitted. 

Response to Arguments 

4. Applicant's arguments filed 0 1/08/08 have been fully considered but they are not 
persuasive. Applicant argues that "....contrary to the assertion of the examiner, there appears to 
be no mention of the inclusion of rout distinguishers or route targets in the routes. . ." Examiner 
respectfully disagrees. Rekhter clearly discloses that ... the PE router configured with a set of 
address from the C network that are to be exported to a set of other VPNs. . . . Rekhter, also, 
shows, in fig. 5, a format and environment of a Border Gateway Protocol protocol data unit used 
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to distribute VPN-distinguishing reachability information and tags. Further, Rekhter discloses 
that a tag is a field that routers use to make routing decisions. . . .One way to implement tag 
switching is to have routers tell their neighbors the tags they want to see in the packets that they 
receive. Specifically, a given router may decide to associate a particular tag with ("bind a 
particular tag to") a particular address prefix. . . (column 10, lines 1-30; column 8, lines 3 1-48). 

Applicant, further, argues that ". . .no mention in lines 60-67 of col. 27 of an acceptance 
during importation of only a subset of the routes according target policy." Examiner respectfully 
disagrees. PE router is configured to allow only particular VPN-IP4 address (claimed only a 
subset of the routes...) to be distributed to a particular CE router. See also column 31, lines 24- 
64. 

Applicant argues that ...no mentions of a re-export filter in the passage... there is no 
mention of modifying next hop information ..." Examiner respectfully disagrees. Rekhter clearly 
discloses that CE2 runs the packet through the firewall and the packet is sent to PE2. This shows 
that CE2 modifies the next hop information which is PE2. PE2 router receives the packet form 
the CE2 router, and identifies the router from which the packet was just transmitted. 

Examiner believes that the claims, given their broad reasonable interpretation, read on the 
references applied. 

Conclusion 

5 . THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
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will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1 .136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the mailing 
date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to SABA TSEGAYE whose telephone number is (571)272-3091. 
The examiner can normally be reached on Monday-Friday (7:30-5:00), First Friday off. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Wing Chan can be reached on (571) 272-7493. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Saba Tsegaye/ 
Examiner, Art Unit 2619 
July 10, 2008 



/Wing F. Chan/ 

Supervisory Patent Examiner, Art Unit 2619 
7/16/08 



